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Visualização de Recursos, Contra ões e Decisõess

ILUSTRÍSSIMA SRA. PREGOEIRA E COMISSÃO DE LICITAÇÃO DA CÂMARA MUNICIPAL DE BELO HORIZONTE
Ref. Contra Ra;ões ao Recurso administrativo do Edital de pregão Eletrânico no 36/2016.
CONTRARRAZÕES AO RECURSO ADMINISTRA'nVO
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recurso da empresa recorrente
2. Adiante a empresa RECORRENTE aponta quanto ao subirem 4.1.11.18.4, onde alega.quanto ao trabalho em modo misto de trabalho SniH:er L2 e L3 em diferentes interfaces, pai
esclarecimentos: Conseguimos implementar os modos L2 e L3 de forma simultânea através do recurso "Virtual Wíre Pair" (http://hein.fortinet.com/fos50hlp/54/Conte54/Top.VirüialWlrePair.htm). In verbas: Virtual Wire Pair This feature (276013), available in NAr and Transparent made. replaces the Port Palr feature available ín FbrtiOS 5.2 in Traí
two physlcal Interfaces are setup as a Virtual Wire Paio they wlll have no IP addressing and are treated similar to a tra nsparent made VDOM. All packets accepted by one of the ante
only exit tne mrtiGate through Ue oUler interface ín the virüial wire pair and only if allowed by a virtual wire pair flrewall policy. Packeb arrlvlng on other interfaces cannot be rout
wlre pala- A.R)rtIGate can have multíple virtual wire palrs. You cannot add VLANs to virtual wlre paira. However, you can enable wildcard VLANs for a virtual wlre país. Thls means
pass through the virtual wire pair if allowed by virtual wire pair firewall policies
Com este recurso é possível implementar um par de.portas em modo transparente com o equipamento configurado em modo L3 (NAT mode). Para implementar o terceiro modo sni
L31 basta. configurar. qualquer Interface do equipamento em modo "One-Armed Sníffer', através da ' configuração 'de' "addresslng mode" ind
(nttp://rielp fortinet:com/fos50hlp/54/ContenVFórtiOS/fortigate-system-administration-54/Interfaces/Interfaceah20settings.htm). Não há qualquer restrição na operação simultânea dc
e 13. In verbas: Interface settings. In System > Network > Interface, you configure the interfaces, physical and virtual, for the FbrtiGate unlt. There are different optons for c
F:órtiGate unir is in NAr made or transparent made. On FornOS Carrier. you can algo enable the Gi gatekeeper on each interface for anti-overbilling. ' ' ' ''
Conforme link supracitado acima, comprávamos nosso atendimento ao subitem 4.1.11.18.4, não prosperando o recurso da empresa recorrente
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3 Logo mais a RECORRENTE aponta.quanto ao Item 4.2:1, sobre. suportar controles por zona de segurança, para esse item prestamos os seguintes esclarecimentos: A compre
seguinte URL http://help.fortínet.com/fos50hlp/54/ContenVFbrtiOS/fortigate-system-administration-54/Interfaces/Zones.htm . In verbis: Zones. Zones are a group of one or more fbl
and vírüial, ülat you can apply security policies to control inbound and outbound traffic. Grouping interfaces and VLAN subinterfaces unto zones simpllfies the creation of securlty pollc
seg.menu can use the game policy settings and protection profiles. When you add a zune, you select the names of the interfaces and VLAN subinterfaces to add to the zune. Each in
and routíng is still dome between Interfaces, that is, routlng is not affected by zones. Securlty policíes can algo be created to cona'ol the flow of Intra-zune traffíc. For example. in ülc
íncludes threejeparate groups of users representing different entities on the company network. Whíle each group has its own set of port and VLANs, in each área. they can all us
protection profiles to access the Internet. Rather than the administrador making mne separate securíty polícies, he can add the required interfaces'to a zona. and create three
simples. .Network zone. You can configure policies for connections to and from a zune, but not between Interfaces ín a zone. Using the above example, you can crente a security p(
zone 31 but not between WAN2 and WANI, or WANI and DMZI. This example explains how to set up a zune to ínclude the Internam interface and a VLAN. To create a zone - web-bas
Network > Interface.2.Select the arrow on the Create New button and select Zune.3.Enter a zune name of Zune.1.;4.Select the Internal Interface and the virtual LAN interface vlan.eiec

Conforme link e esclarecimentos acima, comprávamos nosso atendimento ao subitem 4.2.1, não prosperando o recurso da empresa recorrente

4. Continuando, a RECORRE.NTE aponta quanto ao subitem 4.3.17, item que trata sobre a permissão nativa a criação de assinaturas personalizadas para reconhecimento de apli(
interface gráfica da solução, para o qual fazemos os seguintes esclarecimentos: "A comprovação deste item encontra na seção "Creating' a New Custam Applícatfon
http.://help.fortinet.com/fos50hlp/54/ContenVfortiOS/fortigate-security-profiles-54/Application.Control/Enable%20Application% 20Control.htm . In verbas
Enable application control. Application control examínes your network traffic for traffic generated by the applicatíons you want it to contrai. General configuration steps. Follow the
arder given. Also, note that if you perform any additional actions between procedures, your configuration may have different resulta. l.Create an applícaüon sensor. 2.Configure the !
for the applicatíon üaffic you want the FortiGate unít to detect. 3. Enable any other applicable optíons. 4.Enable applicatíon contrai in a security' policy and select the application
sensor. You need to create an application sensor before you can enable application contrai. To create an application sensor. 1. Go to Securíty Proflles > Application Contro1. 2.Select
bar of the Edit Application Sensor window. 3.In the Name field, enter the name of the new application sensor. 4.0ptionally, you may also enter a comment. Adding applications to ai
have created an application sensor. you need to need to define the applications that you want to control. You can add applicatíons and filters using categories, application ovc
Categories will allow you to choose groups of signatures based on a category tape. Application overrides allow you to choose individual applications. Filter overrides allow you to sc
override the application signature settíngs for them. To add a category of signatures to the sensor. l.Go to Security Profiles > Application Contro1. 2.Under Categories, you may se
Business; Cloud.rT; Collaboratíon; Email; Game; General.Interest; Mobile; Network.Service; P2P; Proxy; Remate.Access; Social.Media; Storage.Backup; Update; Vídeo/Audio
Applicatíons. When selecting the category that you intend to work with, left click on the icon nexo to the category nome to produce drop down menu that includes these actíons: Allc
View Signatures. These actions are briefly defined under Application Contrai actions. 3.1f you wish to add individual applications, select Add Signatures under Application Overrides. /
to narrow down the lisa of possible signatures by a series of attributes.b.When finíshed. select Use Selected Signatures.4. 1f you wish to add advanced filters, select Add F;ilter under
F:ilter search field to narrow down the list of possible filters by a series of attributes. B.When finished. select Use Filters. 5.Select, if applicable, from the following options: Allow an(
Messages for HTTP-based Applications 6. Select OK. There is a disabled category called Industrial. This category is disabled by default, however it can be applied through use of the
none will mean no signatures are excluded, and that industrial will exclude all industrial signatures. CU Syntax. config ips global set exclude-signatures [none [ industrial] end Crer
Sígnature if you have to deal with an applicatíon that is not already in the Application List you have the option to create a new application signature. l.Go to Security Profiles > Appli
ín the upper right comer. [View Application Signatures]. 3. Se]ect the Create New icon. 4. Give the new signature a name (no spaces) in the Nome fie]d.5. Enter a brief description in l
text for the signature in the signature field. Use the rules found in the Custom IPS signature chapter to determine syntax. 7.Select OK. You can configure rate based application contra
using similar IPS signature rate CU commands. F:br more information on this and the CLI syntax, see IPS sígnature rate count threshold. Messages ín responde to blocked applicatio
sensor has been configured to block a specifíed application and applied to a policy it would seem inevitable that at some poínt an application will end up getting blocked. even íf it is
the contrai. When thís happens, the sensor can be set to either display a message to oH:ending user or to just block without any notification. The default setting is to display a messag
CLI. config application list edit set app-replacemsg {enable l disableJend. P2P application detection. P2P software tenda to be evasive. You may be able to enhance P2P application
found in the most recent three minutes of P2P traffic to determine if new traffic ís P2P. Three minutes is the length of time information about matched P2P traffic remains in shared
commands below will result in the Intrusion Prevention System (IPS) looking for patterns formed by Skype traffic. config applicatíon list. edit . set p2p-black-list skype. End. End
Conforme link e descrição acima, esclarecemos e comprávamos o atendimento ao subitem 4.3.17, não prosperando o recurso da empresa recorrente
5. Para os itens 39 e 40, das razões recursaís da RECORREM\rTE, subitem 4.13.18. a mesma aponta quanto a capacidade da solução em atendimento aos requisitos de upgrade v
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execute backup conng management-station ... or ...execute backup confia usb []... or for FTPp note that port numberp username are optional depending on the FTP site..execute backup

edit set allowaccess ping https ssh end
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The vague.can.contam mlxed text and binary data. The binary data is generally enclbsed within the pape (1') character.'The double quota ("), pipe sígn(1) and cólon(:) characters' must

É}Ç$41TG'=1:1#%«,.u; 9'':''' -"'" r«e length of the vague of the depth keyword. this signature will never be matched. Context Syntax: --context {url l header l bo{
the protocol fleld ü) look for the pattern. If context is not specified for a pattern, the FbrtiGate unlt searches for the pattern anywhere in the packet buffer The available context var
pattem !n the H'nP URI Iene. +header: Search for the pattern ín HTTP header lhes or SMTP/POP3/SMTP control messages. ;body: Search for the pattern in HTTP body or SMTP/
Search for the pattern in HTTP HOST lide. no.case Syntax: :-no.:case; Description: Use the no-case keyword to force the FbrtiGate unk to perform a case-lnsensltve pattern n
Descrlption: Use the offbet keyword to look for the contenta after the speci.lied number of bytes Inl:o the payload. The specified number of bytes is an absolute value in the payloai.
the depth keyword üo stop looking for a match after a speclfied number of bates. If no depth is specified,the R)rtIGate unlt contlnues looklng for a match untíl the end of the pay oad
ana õssss. pattern syntax: -pattern [ll'.'; Description: The FbrtíGate un]t w]]] search for the specified pattern. A pattern keyword normally is followed by a context keyword to def:in
in tl'ie packet. If a context keyword .Is not present, the FortiGate unit looks for the pattern anywhere in the packet buffet. To have the f:brtiGate search for a packet that does not co
exclamation mark (!) .before the URI. Example: -pattern '/levei/" -pattern "jE8 D9FF FFFFI/bln/sh" -pattern !"l20jRTSP/" pare Syntax: --pare [!j"//[ismxAEGRUBl"; Descríption: Si
use the .Fere keyword to specify a pattern uslng.Perl-compatíble regular expressions (PCRE). A pcre'keyword can be followed by a context keyword to deHne where to ll;ok for t
context keyword is presente the FõrtiGate unit looks for the pattern anywhere' in the packet buffet. 'R)r more informatíon about PCRE syntax,'go to http://www.Fere.org. The switches l
Include newlines in.the dot metacharacter. +m: By .default. the string is treated as one big lhe of characters. '"' and $ match at the beglnning and ending of the string. When m is s
following or Immediately before any newline in the bulfer as well as the verá start and verá end of the buffer. .x: White space data characters Inthe pattem are ignored except whe
class. eA: The paüern musa match only at.the.start of üle buffer.(same as :"' ). 'E: Set $ to match only at the end of the subject strlng. 'Without E, $ a se matches immed ately be
newlíne (but not before any other newlines). 'G: Invert the "greediness" of the quantifíers se that they are not greedy by defaulç but become greedy if followed by ?
.R: Match relative to the end of the last pattern match. (SImIlar to distance:01Í). +U: Deprecated. see the context keyword. Match the decoded U'RI buffers. Urí Syntax: -uril1l"'
pattern and context keywords. Use ü'ie uri keyword to search for the URI ín the packet payload. The URI must be enclosed in double quotes ("). To have the FortiGate unit search for
the specified URI, add an exclamation mark (!) before the URI. Multiple content items can be specífied in one tule. The value can contam mixed text and binary data. The blnary data
pape (1) character..The double quote ("}, jipe 1lgn (.1) and cólon (:) characters must be escaped using a back slash (\) if specified in a URI string. Within Syntax: -within ; Descrip
dístance keyword to search for the contents within the specified number of bytes of the payload. The within vague must be between O and 65535. IP header keywords dst..addr Synt
Use the dst.addr keyword to search for the destination IP address. To have the FbrtiGate search for a packet that does not contam the specified address, add'an exclamation mark
can define up to 28 IP addresses or CIDR blocks. Enclose the comma separated ]ist in square brackets. Examp]e: dsLaddr [172.20.0.0/].6. 10.1.0.0/16,í92.168.0.0/16]
íp.dscp.Syntax: -ip.:dscp Description! Use the ip.dscp keyword to check the IP DSCP field for the specified value. ip.Id Syntax: --lp.id ; Description: Check the IP ID field for the sp

ip.option {rr.l. eol l.nop l.b l sec l.lsrr. l ssrr l satid l anyl; Description: Use the ip.optíon keyword to check varlous IP option settings. The available options Include: 8FF: Check í
presen11. .eol: Check if IP EOL (end of list) option is present. +nop: Check if IP NOP (no op) option is present. etS: Check if lp'TS (time stamp) option is present. .sec: Check if IP SEC
lsrr: Check if IP LSRR (loose source routing) option is present. eSSFF: Check if IP SSRR (strict source routing) option is present. +saüd: Check if IP SATID (stream identiner) option ís

option is present. iplos Syntax: --ip.tos ; Description: Check the IP TOS field for the specífied va]ue. ip.ü] Syntax: -íp.tt] [< 1 >] ; Description: Check the ]P time-k)-]ive va]
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enter the name of the new application sensor. 41Optionally, you may Bisa enter a comment. Adding applícations to an application sensor. Onde you have created an applicat on sensor.
appliclllon:s that you want H contrai. You can add.appjjcatlohs and filters gl?jng categarles, .application overrides, and/or filter overrídes. Categ;rles will allow you to'l: house groups of
Vpe Applícation overrldes allow you to choose individual applicatlons. Filter overrides allow you to select groups of applications and overríde the applicaton signature settings f
:g==::i:;...=....d. T''.";g=&....tS;...:2:...,::3sE'"«...;::c"''"""*'...:.iB:g:É=.ll. Ü li : ilifà:l,lilliÊe: : 1ã:::3E:l.=ggl,

Conforme exposto e link mencionado acima, comprávamos o atendimento ao subirem 4.3.26.3, não prosperando o recurso da empresa recorrente
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Conforme exposto acima, comprovado por meio do línk mencionado, comprovamos o pleno atendimento ao subitem 5.1.9, não tendo assim, nada que nos desabone, não prosa

3. COMENTÁRIOS GERAIS

4.Confom)e Hcou comprovado, os pleitos do recorrente não se sustentam e uma vez que se mostram frágeis e sem qualquer embasamento, devem ser desconsiderados.

processo l citatório aqui ü'atado, es:findo respeitados de forma contumaz os

j,ETE:':::;w':zi:?::.lHEs.E ã;n:g:''",":'.:-,;..
NETWORK SECURE SEGURANÇA DA INFORMAÇÃO LIDA

Püe;h aif'


